CHY/KBEHU JIUCT

ONIITHUHE MAJJIAHIIEK

LIEHA:
FOOUHA: X BPOJ: 15 25. maj 2017. roguibA NPETMNNATA:
1549 YnaH 3.

Ha ocHoBy unaHa 8. ctaB 1. 3akoHa o
nHpopmaumoHoj 6e3benHocTu ("Cnyx0eHu rmacHuK
PC", 6poj 6/16), unaHa 2. Ypenbe o 6Gnuxkem
cagpxajy akta o ©6e3begHocTv MHOpMaUMOHO-
KOMYHMKaLUMOHMX cucTeMa of nocebHor 3Hauaja,
HauMHy npoBepe WHMOOPMAaLMOHO-KOMYHUKALMOHMX
cuctema op nocebHor 3Havaja M cagpxajy
n3BeLLTaja o] npoBepu NMHdopMaLMOHO-
KOMYHMKaLMOHOT cuctema of noceGHor 3Hauvaja
("Cnyx6eHnn rnacHuk PC", 6p. 94/16) n unana 33.
Oanyke o OnwTuHckoj ynpaeu ("CnyxbeHu nuct
onwTunHa", ©poj 15/04, 3/05, 12/05 wn 5/06 wu
"Cnyx6eHu nuct onwTtmnHe MajgaHnek”, 6poj 8/08,
10/08, 2/10, 9/12, 16/13 wn 12/17), HayenHuK
OnwTtnHcke ynpase onwTnHe MajaaHnek, JOHEO je

NMPABUNMHUK
0 6e36egHOCTU NH(pOPMaALIMOHO-
KOMYHMKaLMoHor cucrtema OnwTMHCKe ynpase
onwTtuHe MajaaHnek

I. OMLWTE OAPEAOBE

YnaH 1.

OBum T[lpaBunHukom ce, y cknagy ca
3akoHOM O WuH(opmaunoHoj 6esbegHocTn 1
Ypenbom o bnvxem cagpxajy akta o 6e3begHocTu
MHOPMALIMOHO-KOMYHUKALIMOHUX ~ cucTema  Of
noce6bHor 3Hauaja, HauMHy nposepe
MHOPMALIMOHO-KOMYHUKALIMOHUX ~ cucTema  of
nocebHor 3Hayaja U cagpxajy u3seLluTaja o nposepu
MHOPMALIMOHO-KOMYHMKALMOHOT ~ cMcTeMa  of
nocebHor 3Hauvaja, yTBpRyjy Mepe 3awTute,
MPUMHUMMKM, HadYvH W npouegype nocTusawa U
oAdpXaBaka afdekBaTHOr HuMBoa 0e3begHoCTU
MHOPMALIMOHO-KOMYHUKaUMOHOT  cuctema, (Y
pareem Tekcty: KT cuctem), kao 1 oenawhema u
OAroBOpHOCTM y Be3n ca 6esbegHowhy u
pecypcuma WKT cuctema OnwTtuHCKke Yynpase
onwTnHe MajaaHnek (y aarbem Tekcty: Onepartop).

YnaH 2.

WHdopmaumnona nobpa OnepaTtopa cy csu
pecypcu Koju cagpxe mnocrnoBHe uHopmaumje
OnepaTopa, OQHOCHO CBU pecypcu MyTem Kojux ce
BpLKM M3paga, obpaga, YyBakwe, nNpeHoc, bpucawe
M  yHuwTBake nogataka y WKT  cuctemy,
YKIby4vyjyhn cBe enekTpoHCKe 3anuce, padvyHapcky
onpemy, wmobunHe ypehaje, 6ase nopataka,
MOCMOBHE annukauuje u cn.

O wvHdopmauuoHnm pobpuma Boau ce
eBuaeHumja nocnosa Ha nocebHoM obpacuy, koju je
cacTaBHM €0 OBOr akTa.

EBuaeHunjy 13 ctaBa 2. oBOr unaHa Boau
3anocneHu y cknagy ca Baxxehom
cucTtemaTmMsauujom pagHuMx Mecta (y Adarbem
TekcTy: HagnexHu cybjekt UKT cuctema).

Mog nocnoeBuma n3 obnactn 6e3begHoOCTH
UKT cuctema cmaTtpajy ce:

- MOCMoBM  3awWTuUTEe  MHGOPMALMOHUX
nobapa, ogHOCHO cpefcTaBa M UMOBUHE 3a Haa3op
Hag MOCMOBHWMM npouecMMa OfF 3Havaja 3a
nHpopmaumoHy 6e3beaHocT,

- MOCroBW ynpaB/baka pusmumma y
obnactm wuHdopmaumoHe ©6e3begHOCTU, Kao WU
nocrnoeu npeasuheHn npouenypama y obnactu
MHdopMaunoHe 6e36egHOCTH,

- nocrnoBn oOHemoryhaBawa, OOHOCHO
crnpeyaBatba HeoBnawheHe UMM HeHamepHe
nameHe, owTeherwa nnn 3noynoTpebe cpepcrtasa,
OAHOCHO MHgopmaunoHnx pobapa WKT cuctema
Onepatopa, kao MW TMpPUCTYN, W3MeHa WU
kopuwherwe cpeactaBa 6e3 oenawherwa n 0es
eBugeHumje o Tome,

- npahewe akTMBHOCTW, peBu3Mje W
Hag3opa Yy OKBUPY ynpaBrbaka WHGpOpMaUMOHOM
6e3benHoluhy,

- obaBellTaBake HaONEXHUX oOpraHa o
nHumaeHtuma y WKT cuctemy, y cknagy ca
nponucuma.

Il. KOPUWWREHWE UKT CUCTEMA
YnaH 4.

WKT cuctemom ynpaerba HagnexHu cybjexrt
UKT cucrema.

HagnexHn cybjekt KT cuctema je gyxkaH
Ja cBakor  HoBo3anocneHor-kopucHmka  UKT
pecypca yrnosHa ca o4roBOpHOCTUMA U MpaBuivMMa
kopuwhewa VKT pecypca Onepatopa, aa ra obyuu
3a kopuwhewe pecypca UWKT cuctema, ga no
3aBpLUeTky obyke of 3anocrneHor ysme u3jaBy o
obyuyeHoctn 3a kopuwhewe UKT pecypca n ga o
nUcTuMa Boau eBUAEHLM)Y.

YnaH 5.

Y cny4ajy npomeHe pagHor mecta, OgHOCHO
HaAMNeXHOCTN KOPUCHWMKA-3amnoCrneHor HaaMexHu
cybjekt VKT cuctema he n3BpLInT NPOMEHY NMpaga
y kopuwhewy WKT cuctema koje je KOPUCHUK-
3anocrneHn Mmao y cCkKragy ca OnMvMCOM pagHuX
3aparaka.

YnaH 6.

Y cnyyajy npecTtaHka pagHOr aHraxoBarba
KOPUCHWKA-3anoCneHor, KOPUCHWYKM  Hanor ce
ykuga.

KopucHuk UKT pecypca, kome je npecTano
pagHO aHraxoBawe MO Ouro KOM OCHOBY KoA
OnepaTtepa, He cMe Oa OTKpuBa nogartke Koju cy oA
3Havaja 3a uWHdopmauunoHy 6e3begHoct WKT
cuctema.

ALMMHUCTPATOPCKN U KOPUCHUYKWN Hanor
YnaH 7.
MpaBo npuctyna VKT cuctemy umajy camo
3anocneHn, OOHOCHWM  KOPUCHULM  KOjU  UMajy
agMUHUCTPaTOPCKE U KOPUCHWYKE Hanore.
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AOMUHUCTPATOPCKN Harnor je jeauHCTBEH
Hanor  kojum  je  omoryheH npucTyn n
aaMuHncTpaumja ceux pecypca VKT cuctema, camo
ca jeOHUM KOPUCHWYKMM Hasnorom, kao u oTBapane
HOBMX U M3MEHa MOCTojehnx Hamora, Koju Moxe Aa
KOpUCTW camMo 3anocneHn pacnopeheH Ha nocrose
1 pagHe 3agaTke agMUHUCTpaTopa..

KopuCHWYKM Hanor je Hamnor Koju cagpXu
KOPUCHWYKO MME M NTO3MHKY, KOju Ce MOry yKyLiaBaTtu
UM yiTatTM ca  Meamja Ha  KOMe  MocToju
€NeKTPOHCKM cepTUdMKaT, Ha OCHOBY KOjUX ce
BpLWM ayTeHTUdUKaLmja — npoBepa naeHTUTETa U
ayTopwusauuja — npoBepa npasa npucTyna, 04HOCHO
npaesa kopuwhewa pecypca WKT cucrema opf
CTpaHe 3anoCneHor-kOpnCHMKa.

KopuncHW4km Hanor nogerbyje
agMVHUCTPATOp, Ha OCHOBY 3axTeBa 3arnocrneHor
3a0yKEHOr 3a ynpaBrbakbe JbyACKMM pecypcuma u
TO TEK HaKOH yHOca nogataka O 3arnoCrieHOM Yy
copTBep 3a ynpasrbakwe SbyACKUM pecypcuma. Ha
OCHOBY MOCMOBa M pafgHMX 3adaTaka 3arnocreHor,
agMuHucTpatop ogpehyje npaea npuctyna y
cknagy ca notpebama obaBrbawa MOCMOBHUX
3agartaka ofi CTpaHe 3arnoCcneHor-kopmcHuKa.

AOMVHMCTpPATOpP  BOAW  €BMOEHUMjy O
KOPUCHWYKMM  Hamnosuma, npoBepaBa  HMWXOBO
Kopuwherwe, Mewa MpaBa npucTyna u ykuaa
KOPUCHWYKE Hanore Ha OCHOBY 3axTeBa 3arnocrieHor
Ha MOCrnoBMMA ynpaBrbaka JbYACKMM pecypcuma,
OLHOCHO HagnexHor pykoBoanoua y
opraHmsaumoHum jeguHnumma OnepaTtepa.

OAroBopHOCTU KOPUCHMKA 3a 3alTUTY
COMNCTBEHMUX cpeaAcTaBa 3a ayTeHTUKauujy
YnaH 8.

KopucHuukm  Hamor ce cacToju  of
KOPUCHWYKOT UMEHA M NTO3UHKE.

KopucHuyko nme ce kpevpa no matpuum -
nme, npesume, NaTtMHUYHUM NcMom 6e3 ynotpebe
cnoea ), X ,Jb, b, N, 4, LI, W. YMECTO OBMX CfioBa
KopucTe ce cnosa un3 cnegehe tabene:

ThmnpunumyHa cnoea JlatnHnyHa cnoea
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X z
b lj
H nj
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JlosvHka mMopa Aa cagpXv MUHUMYM ceam
Kapaktepa KOMOWMHOBaHWX Of Manux W BeJIMKMX
cnoBa, uudapa 1 cneumjanHux 3HakoBa.

JlosuHka He cMe ga cagpxu ume, npesvme,
aatym  pohewa, 6poj TenedoHa wn pgpyre
npenosHaTibuBe noaatke.

AKO 3anocrneHu-KOpUcHUK nocymkwa da je
OPYro nviue OTKPUIIO H-EroBy MO3UHKY AyXaH je Aa
UCTy ogMax N3MeHu.

3anocneHn-KOpUCHNK AyxaH je ga Mena
NO3MHKY HajMak€e jeAHOM Y Tpu MeceLa.

Wcta nosmHka ce He cMe NOHaBIbaTu y
BPEMEHCKOM nepuoay oA roauvHy AaHa.

lll. NAPEOMET, MEPE U CYBJEKTU 3ALUTUTE
UKT CUCTEMA
Ynan 9.

Mpegmet 3awTtute UKT cnctema cy:

- XapgBepcke u codTBepcKe KOMMOHEHTe
UKT cucrema,

- nogaum koju ce obpahyjy nnu 4vyBajy Ha
komnoHeHTama VIKT cucrtema,

- KOPUCHUWYKM Hanosu v Apyrm nogaum o
KopucHuuMMa  uHodopmaTuukux pecypca UKT
cucrtema.

Ynan 10.

Mepe nponuncaHe OBMM akTOM Ce€ OJHOCE Ha
ceBe opraHusaumoHe jeaumHunue WKT cuctema
OnepaTopa, Ha CBe 3anocrieHe - KOPUCHUKE
NMHOPMaTHUKMX pecypca, kao M Ha Tpeha nuua
Koja kopucTe uHdopmaTnuke pecypce OnepaTopa.

YnaH 11.

Mepama 3awTtute KT cnctema Onepatopa
obe3behyje ce npeBeHuMja of  HacTaHka
WHUMAeHaTa, OAHOCHO npeBeHumja 1 MUHUMKU3aLmja
WwTeTe o4 vHUMOeHaTa Koju yrpoxasajy BpLUeHe
HaanexHocTn n obaBrbake genaTHOCTU, a nocebHo
y OKBMPY MpyXaksa ycryra gpyrum nmumma.

Pagu 3awTnte TajHOCTWU, ayTEHTUYHOCTU U
uHTerputeTa nopataka, Onepatop Moxe Ada
pasmoTpn  kopuwhewe  oprosapajyhux  mepa
KpunTo3aLuTuTe.

YnaHn 12.
3a obGaBrbakbe nocrnoBa u3 obnactm
6e3benHocTn UKT cmuctema OnepaTtopa HagnexaH
je 3anocneHu Koju obaBrba nocrnose
MHOPMaLIMOHOT cucTeMa.

O6aBe3e 3anocneHnx
Unan 13.

3anocneHn y OnepaTepy je AyxaH pfa
nowTyje wu cnegeha npasuna 6Ge3begHor u
npumepeHor kopuwherwa pecypca VKT cuctema:

1) ma kopuctum wuHopmaTnyke pecypce
NCKIbYYMBO Y MOCIOBHE CBPXE,

2) pa npuxeaTn fa Cy CBU nogauum Koju ce
cknaguwiTe, MpeHoce WnuM Mnpouecupajy y OKBUPY
nHdOpMaTMIKUX pecypca BracHuwTBo Onepatopa
m pa wmory 6Outm npegmeTr Haarnejawa U
npernegamsa,

3) 4a nocTtyna ca nNoBepsrbUBMM nogaumnma y
cknagy ca nponucuma, a nocebHO MpUITMKOM
Konvpara 1 npeHoca nogaraka,

4) pa 6Ge3beoHo 4yBa CBOje NO3WHKE Y
OfHoOCYy Ha Apyra nuua,

5) na Mena no3nHke carnacHo yTBpheHum
npasunnmva,

6) oa ce, Npe cBakor yaarbaBakba of pagHe
CTaHuUe, OofjaBM ca CWUCTEMA, OJHOCHO 3akiby4ya
pagHy cTaHuuy,

7) pa kopuctv DVDRW, CDRW u USB
eKcTepHe MeMopuje Ha pagHOj CTaHWuu camo y3
opobpene HaanexHor cybjekta VKT cuctema,
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8) foa 3axTeB 3a UHCTanauujy cocTeepa unu
XapaBepa nogHocu y nucaHoj opmu, oaobpeH of
CTpaHe HenocpeaHOr pykoBoauoLa,

9) na obes3beaou curypHocT nopaTtaka Yy
cknagy ca Baxehum nponucmnma,

10) pa npuctyna MHGOPMATUYKUM
pecypcuma camo Ha OCHOBY M3PUYUTO AOAEIbEHMUX
KOPUCHWYKMX MpaBa Of CTpaHe HaAmnexHor
cybjexTa,

11) pa He cme pJa 3aycTaBrba pag Wnu
Opuwe aHTUBMPYCHM MpOrpaMm, Meha HEeroBe
nogeweHe onuuje, HUTM Oa HeoBnawheHo
WHCTanupa Apyr1 aHTUBUPYCHU Mporpam,

12) pa He cme [ga Ha pagHOj CTaHuuum
CKNMaguWTN CafpXaj KOoju He CIyXu Y MNOCIOBHE
cBpxe,

13) na u3pahyje 3awTutHe konuje (backup)
nogaTaka y cknafy ca nponucaHum npouegypama,

14) pa kopuctn Intrnet n Intrnet e-mail
cepuc OnepaTopa y ckrmagy ca nponucaHum
npouenypama,

15) pa npuxeBaTn ga ce ogpeheHe BpcTe
MHOPMATMUKUX  UHTepBeHuuja  obasrbajy vy
yTBphEeHo Bpeme,

16) pa npuxBaTM jJa CBM  MpPUCTYNKU
MHOPMATHMYKUM  pecypcMMa U MHdopMaumjama
Tpeba pga Oygy 3acHoBaHM Ha  nNpuHUUNY
MUWUHMMarHe HEONXOLHOCTMH,

17) ga npuxBaTW MHCTanauujy TeXHuUKa U
nporpama y uurby curypHoctu VKT cuctema,

18) na He cme ga vHcTanupa, moandukyje,
UCKIbydyje wu3 paga wnu Opuwe  3aWTUTHW,
CUCTEMCKV UK annukaTneHN codpTBep.

OrpaHunyere npyucTyna nogauuma u
cpeacTBMMa 3a o6pany noparaka
YnaH 14.

Mpuctyn pecypcuma UKT cuctema ogpeheH
je BpCTOM Harora Koju 3anocneHu nva.

3anocneHn koju vMa agMUHUCTPaATOPCKM
Harnor, nma npasa npuctyna csum pecypcuma VKT
cuctema (COPTBEPCKMM WM XapABEPCKUM, MPEXU U
MPEXHMM pecypcMMa) y Uuuiby MHCTanauuje,
ofpkaBama, nogeluaBara n ynpaBrbara
pecypcuma UKT cuctema.

3anocneHn Moxe [a KOpUCTM Camo CBOj
KOPUCHWYKM  Hamor  Koju je  pgobuwo  of
agMUHMUCTpaTopa U He cme fa omoryhu apyrom
nuuy Kopuwhewe HEeroBor KOPUCHUYKOr Hamnora,
ceM agMUHUCTpaTopy 3a NojellaBawe KOPUCHUYKOT
npoduna u pagHe ctaHuue.

3anocneHn Koju Ha Ouno KoM  HauvuH
3noynotpebu npaea, ofgHocHo pecypce WKT
cuctema, noanexe KpUBUYHO] W OUCLUMUMNIIMHCKO]
OLrOBOPHOCTM.

®dusnyka 3awTuta objekarta, npocropa,
npocTopuja OAHOCHO 30Ha Y KOjuMa ce Hanase
cpeactBa u pokymeHtun UKT cuctema n
o6pahyjy nogaumn y UKT cuctemy
YnaH 15.
lMpocTtop y KkOmMe ce Hanase padyHapu 3a
Bofewe 0asza nogaTaka W UEHTpanHW padyHap
(cepBep), MpexHa WM KOMYHMKaUMOHa onpema
WKT cuctema, opraHusyje ca kao agMUHUCTpaTUBHA
30Ha.
AOMWHUCTpATMBHA 30Ha Ce YCMOoCTBiba 3a
omanykmn npuctyn pecypcmuma UKT cuctema y

KOHTPONMCaHOM, BWAIBLMBO O3HA4YEeHOM MNPOCTOpY,
Koju je obesbeheH mexaHuMykoMm BpaBomM U BUAEO
Hag3opom. EBuaeHLUMjy 0 ynacky y oBy 30HY BOAu
HagnexHu cybjekt UKT cuctema.

YUnaH 16.

Yna3 y npoctopujy y Kojoj ce Hanasun UKT
onpema, O03BOSbeH je camo agmuHuctpatopy UKT
cuctema.

OcuM agmuHuMcTpaTopa cucTema, NpucTyn
aAMUWHUCTPATUBHOj 30HU MOry nmaTtu 1 Tpeha nuua
y UWUrby WHCTanauuje u cepsucuparwa ogpeheHnx
pecypca WKT cuctema, a no npeTxogHoOM
ofgobpery HavenHuka ynpase.

Mpoctopuja n3 ctasa 1. oBor 4YnaHa mopa
6utn BUABLMBO obenexeHa M Yy HOj ce Mopa
HanasuTh NpoTUBNOXapHa ornpema, Koja ce Moxe
KOPUCTUTM CaMO Yy Cry4yajy noxapa y npoctopuju y
Kojoj ce Hanasn WKT onpema u wmeguju ca
nogauuma.

lMpo3opn n BpaTa Ha OBOj NPOCTOPUKU U3
cTaBa 1. OBOr YnaHa Mopajy yBek 6uTu 3aTBOPEHM.

CepBepu 1© aKkTMBHa MpexHa onpema
(switch, modem, router, firewal), mopajy cTtanHo
OuUTM npukIbyYeHn Ha ypehaje 3a HenpekngHo
Hanajawe — UPS.

Y cny4yajy HecTaHka enekTpudHe eHepruje, y
nepuody ayxem of kanauuteta UPS-a, osnawheHo
nvue je OY)XHO Oa UCKIbYyn onpemy y ckrnagy ca
npouegypama npovnssohaya onpeme.

Y  cnyydajy  uM3HOWweEha  onpeme U3
npoctopuje U3 ctaea 1. oBor YnaHa pagu cenvabe,
WNn CcepBuCMpara, HEONXogHo je ogobpewe
HayenHuka koju he opgpeauTu ycrnoBe, HayuH W
MECTO U3HOLLEHa onpeme.

Ako ce onpemMa M3HOCK paaun cepBuCHparsa,
nopen opobpewa HayenHuka, noTpebHo je
CaYUHUTN 3aNUCHUK Y KOME Ce HaBOAM Ha3UB U Tun
onpeme, cepujckn 6poj, HasMB cepsucepa, MMe U
npesume osnawwheHor nuua cepeucepa.

YroBopom ca cepBucepoM obaBe3HO ce
ageduHmwe obaBesa 3awTuUTe nogaTaka Koju ce
Hanase Ha meaujuma koju cy peo UKT pecypca
Onepartepa.

Be3beaHoCT paga Ha AarbUMHY 1M ynotpeba
MobunHux ypehaja
UnaH 17.

Mpuctyn pecypcuma WMKT  cucrema
OnepaTtopa HepermcTpoBaHMM KOPUCHULMMA, NyTeEM
MobunHux ypehaja, omoryheH je camo web site-u.

3anocneHn  kopucHuun  pecypca  WKT
cucTtema, Mory nytem MoounHmx ypehaja, Koju cy y
BnacHuwTBy Onepatepa M Koju Cy MOAELEHU oA
cTpaHe HapgnexHor cybjekta y UKT cucremy, pa
npuctynajy camo oHum pgenosuma WKT cuctema
Koju um omoryhaBajy obaBrbawe pagHMx 3agaTaka
Yy OKBUPY HMUXOBE HAOMEXHOCTM Kao LWTO ¢y
eneKTpoHCKa MoLuTa, nojeauHe annukauuje BesaHe
3a obaBrbake nocna u gpyro, a Ha OCHOBY MucaHe
carnacHOCTW HayernHuka ynpase.

MobunHu ypehaju mopajy 6utn nogelueHu
Tako ga omoryhe curypaH u 6e3begaH npwucTyn,
kopuwherwem VPN mpexe UKT cuctema u nucte
MAC appeca ypehaja nytem Kojux je A03BOSbeH
npucTyn, y3 aktueBaH ogrosapajyhu codTBep 3a
3awTuTy 0O Bupyca UM Apyror 3rioHamepHor
copreepa.
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3anocneHom je 3abpareHa camocTanHa
WHCTanauuja codteepa n nogellaBawe MOBUNHOr
ypehaja, kao u paBawe ypehaja HeoBnawheHnm
niumma.

HagnexHn cybjekt y WKT cucremy
CBaKOOHEBHO KOHTpONuWeE MpPUCTYN pecypcuma
WKT cuctema n npoBepasa ga nv uma npucrtyna ca
HenosHaTux ypehaja, ogHCOHO HenosHatux MAC
agpeca.

YKOMMKO ce ycTaHoBW HeoBnawheH npuctyn
O TOMe ce NnyTeM enekTpPoHCke nowTe ogmax, a
HajkacHuje cyTpagaH obaBellTaBa  HayernHUK
ynpase, a Te MAC agpeca ce yHocu y 60K nucty
cohTBEPA KOjU CE KOPUCTK 3@ KOHTPOMY NpUcTyna.

YUnaH 18.

Mpuctyn pecypcuma WKT cuctema ca
npuBaTHor ypehaja Huje A03BOSfbEH, OCUMM ako je
ypehaj y BnacHuwtey OnepaTtepa owTteheH n Huje
0be3b6efheHa 3ameHa.

CarnacHocT Ha kopuwherwe npusBaTHOr
ypehaja y cnyyajy M3 ctaBa 1. oBor 4naHa pAaje
HayenvHuK yrnpase.

EBunaeHuwjy npusatHux ypehaja ca kojux he
6uTn omoryheH npucTyn BOAWM HaANEXHW CybjekT
UKT cuctema.

UnaHn 19.

MpuBaTHM ypehaju ca kojux he ce
npuctynatn pecypcuma VKT cuctema mopajy 6utm
nodelweHn of cTpaHe HagnexHor cybjekta WKT
cuctema.

MpuBaTHM ypehaju ca kojux ce Moxe
npuctynatn pecypcuma WKT cuctema mory ce
KopuctutM camo 3a obaBrbakbe nocrnosa Yy
HaONeXHOCTU KOPUCHMKa-3anocneHor n To camo Yy
nepuvody kaga Huje moryhe kopuctutn ypehaj y
BnacHuwTBY OnepaTtepa.

HagnexHn cybjekt KT cuctema je gyxkaH
Ja npe npefaje ypehaja osnawheHOM cepBucy,
ypagu backup nogaTtaka Koju ce Hanase y
MobunHoMm ypehajy, a notom wux ob6puwe un3
ypehaja, a ga no u3BpLUEHOM CepBUCpary BpaTu
nogartke y MobunHu ypehaj.

3awTnTa HOocavya nogarTaka
YnaH 20.

Mopaun koju ce Hanase y WKT cucremy
npeacTaerbajy TajHy y ckrnagy ca ogpegbama
3akoHa o crnobogHOM NpucTyny uHdopmaumjama o
jaBHOr 3Ha4aja, 3akoHa O 3aWTUTM nogaTaka o
NMYHOCTM, 3akoHa O TajHOCTW MnoJaTtaka, Kao U
Ypenbe 0 HaunHy 1 NOCTYMKY O3Ha4YaBaka TajHOCTU
nogaTaka, OQHOCHO JOKyMeHaTa.

Mogaum koju ce O3Haye Kao TajHW, Mopajy
6uTun 3awTuheHn y cknagy ca ogpeabamva Ypenbe o
nocebHMM Mepama 3awWTuTe TajHUX noJaTaka vy
NHAOPMaLIMOHO-TENEKOMYHUKALMOHUM CUCTEMUMA.

UnaH 21.

HagnexHn cybjekt y WKT cucremy he
yCMOCTaBWUTU OpraHusauuvjy npuctyna nogauuma,
nocebHO OHMMa Koju ©Oyay O3HaA4YeHUM TajHUM Y
cknagy ca 3akoHOM O TajHOCTW MojaTaka, Tako Aa
OOKYMEHTW Ca 03HAaKOM TajHOCTM MOTy [ia Ce CHUME,
OAHOCHO apxMBupajy unu 3anuuy Ha dajn cepBepy
y hongepy Haa kojum he npaso npucTyna umatm

CcaMo 3anocneHn-KOPUCHNLM Koju Ha To Byay umanm
npaso.

[okymMeHTU ca O3HaKOM TajHOCTU MOry aa
ce CHMMe Ha gpyre Hocade (ekctepHun HDD, USB,
CD, DVD) camo oa cTpaHe HademnHuka ynpase Wim
HEroBMM MMUCaHUM akToM oBrawheHnx 3anocrneHmx
— KOPUCHUKA.

EBngeHumjy Hocaya Ha kojuma cy
CHUMIbEHU MOJAauUM Ca O3HaKoM TajHOCTW, BOAWU
HagnexHu cybjekt KT cuctema.

Hocauu Ha kojuma ce Hanase JOKYMEHTU ca
O3HaKOM  TajHOCTM  Mopajy 6utm  NpPonuUcHo
obenexeHn 1 0ANOXEHN Ha MeCcTo Ha kome he BuTtu
3awTtuheHn og HeoBnawheHor NpucTyna.

Y cny4ajy TpaHcnopTta Hocaya ca nogauuma
ca O03HaKOM TajHOCTW, HadenHuk ynpaese he
o4peanTy ogroBopHy 0Ccoby M HaYMH TpaHcnopTa.

Mpunukom Bprcarwa nogataka 3a O3HAKOM
TajHOCTM Ca HOCaya Ha KojumMa cy ce Hanaswnu,
nogaun mopajy 6utn HenoBpaTHO obpucaHu, a ako
TO Huje wmoryhe, TakBM Hocaunm Mopajy outn
pusnykm owteheHn, OAHOCHO YHULLITEHU.

O6e3b6ehnBawe ncnpaBHor u 6esdéegHor
¢hyHKUMOHMCaHa cpeacTaBa 3a obpany
noparaka
UnaH 22.

3a pasBoj n TecTMpake codTBEpa Mnpe
yBohewa y pag y KT cuctem mopajy ce KopuctuTu
cepBepu KOju Cy HaMeH-eHU TecTupary 1 pasBojy.

3abpameHo je kopuwhewe cepBepa Koju ce
Kopucte y onepaTtuBHOM pagdy 3a TecTuparbe
copreepa.

Mpe yBohewa y pag Hosor codTBepa
HEeOnXo4HO je HanpaBuTKU KONWjy-apxmBy NocTojehmx
noparaka.

WHcTanupawe HoBor codTBepa Kao U
axypupare noctojeher, OOHOCHO MWHCTanauuja
HOBE Bep3uje BpWM Ce MO 3aBpLUETKy pagHor
BPEMeHa, Kako He 6u O1o 3aycTaBIbeH onepaTUBHU
paj 3anocrneHnx-KOPUCHMKa.

3awTuTa nogaTtaka u cpeacTBa 3a obpaay
nogartakaop 3fioHamepHor copTBepa
YnaH 23.

3awTtuta o4 3noHamepHor codTeBepa Ha
MpEeXu CNpoBOAN Ce Y Uurby 3allTuTte oA Bupyca u
Apyre BpCTe 3noHaMepHOr KoJa KOju y payyHapcky
MpEexXy MOry [OCMeTU WHTEPHET KOHEKLMjoM, e-
Maurn-om, 3apaxeHum npeHocHum meamjuma (YCB
Memopuja, un " TA.), WMHCTanaumjom
HenvueHumMpaHor codTeepa 1 crl.

3a ycnewHy 3awTuTy O4 BMpYyCa Ha CBakoMm
payyHapy ce MHCTanupa aHTUBUPYCHM MpOorpam.

CBakogHEBHO Ce ayToMaTCku Yy TayHo
ogpeheHo Bpeme BpwKM [OMNyHa aHTUBUPYCHMWX
aevHunumja.

Ceakor 4eTBpTka nOTpebHO je ocTaBUTU
YKIbydeHe M 3aKibydaHe  padyHape  pagu
CKeHupara Ha Bupyce.

3awTtuTta npu kopuwherwy UHTEpHeETa
UnaH 24.
Y uurby 3awTtuTte, ogHocHo ynaga y WKT
cuctem  OnepTapa ca MHTEpHeTa, HaanexHu
cybjekT
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UKT cuctema je gyxaH ga ogpxkasa cCuUCTeM 3a
cnpevaBare ynaga.

PykoBogmoLmM oOpraHu3aumMoHnX jeanHuua
OnepaTtopa ogpehyjy koju 3anocneHn umajy npaso
npucTyna MHTEPHETY pagu NpuKynrbaka nogartaka
M octanumx MHdopMauuvja Be3aHMX 3a obaBrbare
MOCMoBa y HUXOBOj HAAEXHOCTN.

OYHKUMOHEPU W 3AMOCIMEHM KOojUMa  je
opgobpeHo kopuwhewe MHTEPHETa M ENEKTPOHCKE
nowTe OyKHM Cy Oa MPUIMKOM Kopuwhera uctor
noctynajy no mehyHapogHUM KOHBEHUMjama W
npasuMmMa noHawlama.

KopucHuumma koju cy npukrbydeHn Ha KT
cucTeM je 3abparbeHO caMOCTanHo NpUKIbyveHe Ha
NHTEPHET, OQHOCHO NpUKIbyYeHe npeko
COMNCTBEHOI MoAeMa.

HagnexHn cy6jekt WKT cuctema moxe
YKUHYTW MPUCTYN MVHTEpPHEeTy Yy Crny4vajy AdokasaHe
3noynoTtpebe ucror.

KopucHmun UKT cuctema kojuma je
opobpeHo Kopuwhere NMHTEPHETa OYXHU Cy Aa ce
npuapxaeajy Mepa 3awTuTe o Bupyca v ynaga ca
nHtepHeta y KT cuctem, a cBaku padvyHap uuvju ce
3aMnoCneHn-KOpUCHUK NpukIbyyyje Ha WHTepHeT
Mopa 6uTu opgrosapajyhe nopeweH u 3awTtuhe,
npu 4emy nofellaBarwe BPLUM HaONEXHU cybjekT
UKT cucrema.

Mpunukom kopuwhera WHTepHeTa
kopucHuk WKT cuctema kome je ogobpeHo
Kopuwherwe WHTEpeHTa AyXaH je ga wusberaBa
cymwmBe WEB cTpaHuue, y uuiby crpeyaBamwa
WHCTanupawa nporpamMa Koju MOry HaHeTu LTeTy
WKT cuctemy.

Y cnyyajy Aa KOPUCHUK NPUMETM HEOBUYHO
noHallawe padyHapa, Ty nojaBy je AyxaH ga 6es
ofnarawa npujaBu HagnexHom cybjekty WKT
cuctema.

YnaH 25.

KopucHnky WKT  cuctema Kome je
003BOIbEHO KOpUlhewe WHepHeTa je 3abpareHo
rmejake GunaMoBa W wrpawe wurpyua  Ha
padyHapuma n npetpaxusawe WEB cTpaHuua koje
cagpe nopHorpadCckm U ocTanu HegonuyaH
cagpaj, Kao 1 CaMOBOSbHO Npey3nMane UCTUX ca
WHTEepHeTa.

YnaH 26.
HepossorbeHa ynotpeba WHTEepHeTa
obyxsarta u:
- WHCTanupate, anctpubyuujy,

ornaiwlaBate, MPEeHOC NN Ha APYrM HAYMH YMHbere
OOCTYMHUM ,NpaTCKMX® unn Apyrux codpTBepckux
npousBoga  KOjU  HUCY  NULEHUUPaHM Ha
oarosapajyhm HauuH,

- HapyllaBawe CUTYPHOCTM Mpexe Wnu Ha
OPYrM HaymH oHemoryhaBawe MOCMOBHE WHTEPHET
KOMyHUMKauuje,

- HaMmepHO Luupewe [OEeCTPYKTUBHUX U
OMNCTPYKTUBHUX Nporpama Ha MHTepHeTy (MHTepHeT
BMPYCU, UHTEPHET TPOjaHCKN KOHoM, MHTEPHET LIpBU
1 opyra BpCcTa He103BOIbEHUX CcOhTBEPA),

- Hego3BOSbeHO kopuwherwe ApywTBEHUX
Mpexa W Opyrmx WHTEpHEeT cagpxaja Koje je
OrpaHN4yeHo O TYKOM HaanexHor opraHa
Onepartopa,

- npeys3vMare nogartaka y KONUYMHU Koja
Npoy3poKyje BesiMko ontepeherwe Ha Mpexu,

- npeysumawe Martepujana 3awTuheHux
ayTOpCKMM NpaBunma,

- kopuwhere NMHKOBA KOjuU HUCY Y Be3u ca
Nocrom,

- He[o3BOSbEHW  MpUCTYNn  cagpxajy,
npoMeHa cagpxaja, Opucawe wunu npepaga
cagprkaja Npeko MHTepHeTa.

3awTuTta og rybuTka nogartaka
UnaHn 27.

Base nopataka o6aBe3HO ce apxvMBupajy Ha
npeHocuse wmeaunje (DWD, STRIMER TRAKA,
EKSTERNI HDD), Hajmake jeOHOM [OHEBHO,
HederbHO, MeceyHo U1 roguwke, 3a noTtpebe
obHoBe H6ase nogaraka.

Octanu dajnoBn-4OKYMEHTUN ce apXxmBupajy
HajMahe jeqHOM HeferbHO, MECEYHO U roguLLHE.

Mogpaunm o 3anocreHnma-KopucHULMMAa,
apxmBupajy ce HajMake jeAHOM MeCEYHO.

YnaH 28.

[IHEBHO KOMMpah-e-apxMBMpawe BpLUN Ce
3a CBakuM pagHuM paH y cegmuum, og 15 4yacoea
cBakor pagHor gaHa.

HenersHo konupare-apxuBmnpane BpLUN ce
nocrneakwer pagHor gaHa y Hegerbu, og 15 vacosa,
Yy OHONMWKO HederbHMX MpuMMepaka KONMKO uma
nocneamwunx pagHux faHa y MeceLy.

MeceyHo Konvpahe-apxvmBupame BpLUM Ce
nocnegHer pagHor AaHa y Mecely, 3a CBaku Mecel|
nocebHo, o 15 4yacosa.

loanwme konupame-apxmBMpame BpLUK ce
nocnegHer pagHor aHa y rogvHum.

UnaH 29.

CBakv npuvMepak roguilhe Komnuvje-apxvee
yyBa Ce Yy pOKY Koju je geduHUcCaH YnyTCTBOM O
KaHLlenapuvjCkoM MOCroBakwy oOpraHa ApXaBHe
ynpase.

Caku npumepak NpPeHOCHOr
WHdopMaTUUYKOr Meguja ca Konuvjama-apxvBama,
Mopa OuTM o3HayeH OpojeM, BpPCTOM (OHEBHa,
HederbHa, MeceyvHa, rogvka), JaTymMoM u3page
Konuje-apxuBe, Kao W  MMEHOM  3arnoCleHor-
KOpUCHMKa Koju je M3BPLIMO  KOMupawe-
apxuBMpatse.

[HeBHe, HegerbHe W MecCeyHe Konuje-
apxuBe ce 4yBajy y NpPoCTOpujK Koja je puandkm n'y
cknagy ca Mepama 3awTute of  noxapa
obesbeheHa.

loanwhe Konuje-apxmee ce u3pahyjy y oea
npumMepka, of Kojux ce jedaH 4yea y MpoCTopujn y
KOjoj ce JyBajy [OHEeBHe, HeferbHe W MeceuvHe
Konuje-apxuBe a Apyrm npumepak y nocebHoM
00jeKkTy koju ce Hanasu BaH objekTa 3rpage ynpase.

Opanyky o nocebHom obGjekTy y kome he ce
YyBaTU ApYyrv NpMMepak roguke Konvje — apxvee
OOHOCMK Ha4esnHuK ynpaBe NocebHNM peLleHeM.

YnaH 30.

WcnpaBHoOCT Konuvja-apxuBa npoBepaBa ce
HajMare Ha LLIeCT Meceuun M TO Tako LUTO ce BpLUu
Bpahawe 6a3a nogaraka Koje ce Hanase Ha Meaujy,
npu 4Yemy nogaum nocrie Bpahawa Tpeba ga byay
MCMpPaBHW U CNPEMHU 3a yrnoTpeoby.

Yysame nogataka o gorahajuma koju mory 6utu
opn 3Hayvaja3a 6e36egHocT UKT cucrtema
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YnaH 31.

O akTmBHOCTMMA aaMuHUCTpaTopa MU
3anocreHnx-KopucHNKa Ha cepBepy BoOAW ce
OHEeBHUK aKTUBHOCTU — transaction log.

Caakor nocneawer pagHor gaHa y Heferbu
JaToTeka Yy Kojoj ce Hanasun AHEBHUK aKTUBHOCTU Ce
apxuBupa no npouenypu 3a uspagy Konvja-apxvsa
octanux nogataka u KT cuctemy, y cknagy ca un.
27 osor [NpaBunHuka.

Cuctem 3a KOHTpoOny
UnaH 32.

CucTtem 3a KOHTpOMy 1 JojaBy O rpeLukama,
HeoBnawheHMM akTMBHOCTMMa M ApyruM Moryhum
npo6nemuma y UKT cucremy, mopa 6utn nogelueH
Tako fda opmax obasewTaBa agMuHUCTpaTopa,
pykoBOAMOLA OpraHn3auuoHe jeouHuue HaanexHe
3a nocnose WMKT un HayenHuka ynpaBe O CBUM
HeperynapHum aKTUBHOCTMMA 3anocrneHux-
KOPWUCHUKA, MOKywajuma ynaga W ynaguma vy
cucTem.

O6e3behnBame HTerputeTa cocprBepa u
onepaTtMBHUX cucTemMa
YUnaH 33.

Y WKT cuctemy moxe pa ce MHcTanupa
caMo copTBep 3a koju noctoju Baxeha nuueHua y
BrnacHuwTBy OnepaTtopa, ofgHocHo Freeware u
Open source Bep3auje.

MHcTanaumjy v nogewasakwe codTeepa
MOXe [fga BpwuM camo HaanexHu cybjet WKT
cucTemMa, OOHOCHO 3arnoCEeHU-KOPUCHUK Koju uma
osnawheme 3a TO.

MHcTanaumjy v nogewasakwe codTeepa
MOXe Oa m3Bpwun u Tpehe nuue, y cnydajy ga je
copTBEp HabaBrbeH y MOCTYNKy jaBHe HabaBke, a
Ha HauuH gedmHMCaH ca YroBopom o HabaBuw.

Tpehe nuue moxe ga msspwu MHctanaunjy
M nojewasakwe codTBEpPa Kagja je u3mehy
Onepatopa ” Hera YroBOpPEHO OJpXaBahe
copTBepa y ogpeheHoM BpeMeHCKOM nepuoay.

UnaH 34.

Mpe cBake WHCTanauuje HoBe Bep3nje
copTBepa, OOHOCHO MoAellaBarwa, HEONXOAHO je
HanpasuTn konujy noctojeher, kako 6u ce
obe3beamna moryhHOCT noBpaTka Ha nNpeTxogHo
CTake Y Cryyajy HeoYeKkMBaHMX cuTyauuja.

3awTuTta og 3noynorTpebe 6€36e4HOCHUX
cnaboctu UKT cucrema
UnaH 35.

HagnexHn cybjekt UKT cuctema Hajmame
jeaHoM MeceyHO, a no noTpebu m 4yewhe BpLK
aHanu3y OHeBHWKa akTUBHOCTU — transaction log-a y
uuIby uaeHTudmkaumnje noTeHumjanHmx craboctu
UKT cucrema.

Ykonuko ce wnaeHTudukyjy cnaboctu koje
Mory pga yrpose 6esbegHoct WKT cucrtema
HagnexHu cybjekt WKT cuctema je AayxaH pa
ogmax M3BpLUKM nofellaBaka, OOHOCHO MHCTanupa
codpTBEp KOjU he OTKNOHUTM YyoueHe cnabocTu.

PeBusunja UKT cucrtema

YUnaH 36.

PeBusnja KT cuctema ce mopa BpnTH
Tako Aa He OMeTa MOCMOBHE NPoLece KOPUCHUKa-
3anocneHux.

HapnexHwu cybjekt UKT cuctema ogpenuhe
Bpeme obaBrbawa peBu3Mje, Yy 3aBUCHOCTM 0Of
BpPCTE MOCMOBa WM pagHuWX 3ajaTaka 3anocrieHnx —
KopucHuka y OnepaTopy.

3awTtuTta onpeme UKT cuctema
UnaHn 37.

KomyHukauuoHn kabnosm u kabnosu 3a
Hanajake Mopajy OuTM MocTaBfbeHUM Yy 3ug unu
KaHanuue, Tako Oda ce oHemoryhu HeosnawheH
NpuCTyn, 0AHOCHO Aa ce U3BpLUn nsonauumja.

MpexHa onpema (switch, router, firewall)
MoOpa ce Hanasutn y rack opmaHy, 3akrbyyaHa.

HagnexHn cybjekt KT cuctema je gyxkHa
da CTarHO BPLUM KOHTPOMHMW Mpernes MpexHe
onpeme u 6naroBpeMeHo npegysvMa Mepe y Lurby
OTKNakara eBEeHTYarnHUX HEMPaBUITHOCTW.

BbexunyHa wMpexa Kojy Mory fa Kopucte
nocetunoun objekata y HaanexHocTn ynpase, Mopa
6UTN odBOjeHa Of WHTEPHE MpEXe KOojy KopucTe
KOPUCHMLM 3arocrieHn y ynpaBu U KPO3 KOjy ce
BpLUX pa3meHa cnyxbeHunx nogartaka.

Ta mpexa Tpeba ga 6yne osHayeHa (SSID)
no mogeny.

Be3beaHocT UKT cucrtema y cnyuyajy paameHe
noparaka
UnaH 38.

PasmeHa nogataka Koju Cy O3Ha4yeHu
O3HaKOM  TajHOCTM ca  ApyrMM  opraHuma,
opraHu3aumjama wnuM npaBHU NUUMMa BpLUK Cce
BpPLM Yy CKnagy ca NOTNUCAHMM akTOM O pa3MeHM
nogaraka.

AKT 13 cTaBa 1 OBOr YnaHa cagpxu nogaTke
0 oBnawheHMM nuMuMMma 3a pasMeHy noaaraka,
HauvMHy pasMeHe nogaTtaka, NpPaBHW OKBUP 3a TaKBy
BPCTY pa3MeHe, Kao W MNpaBHW OKBUP KOjUM ce
JeduHuLe 3awTnTa nogaTaka Koju ce pasmemyjy.

3awTuTa nogaTaka Koju ce KopucTte 3a notpebe
Tectupawa UKT cuctema ogHOCHO AenoBa
cuctema
YnaH 39.

Mpunukom Tectupawa WKT cuctema, 3a
nogaTtke KoOju Cy O3HA4YeHUW O3HaKOM TajHOCTW,
O[HOCHO  cnyx0GeHocTu, ofroBapa  HaaNeXHU
cybjekt UWIKT cuctema, y cknagy ca nponucuma
Kojuma je pedwmHucaHa ynoTpeba wu 3awTuTa
NnoBeprbUBMX nogaraka.

Yyewhe tpehux nuua y nocnosuma UKT
cuctema
UnaH 40.

HauvH uvHcTanupara HOBUX, 3amMeHa U
oapxaBake noctojehux pecypca UKT cuctema og
cTpaHe Tpehux nuua koja HUCYy 3anocreHa Yy
OnepTopy, perynuiie ce MehycoBHO 3akrby4YeHUM
YrOBOPOM.

HagnexHn cybjekt WKT cuctema je
3a0yKeH 3a TeXHWYKM Hads30p Hajg peanv3aunjom
yroBopeHux obaBesa of cTpaHe Tpehux nuua.
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UnaH 41.

Tpeha nuua-npyxaouu ycnyra uspage u
oApxaBaka codTBEpa MOry npuctynutu camo
OHUM Mofaumnma Koju ce Hanase y 6asama nogataka
Koje cy Oeo codTBepa Koju Cy OHW U3paguvnu,
OAHOCHO 3a Koje MNOoCToju YroBopoM pAeduHUcaH
npucTyn.

HagnexHn cybjekt WKT cuctema je
OAroBOpaH 3a KOHTPOMy MpucTyna v Haasop Hag
n3BpLUIEHEM YroBOopeHux obaBesa, Kao U 3a
nowToBake oapeadbu osor lNMpaBunHuMka Kojuma cy
TakBe akTUBHOCTU AedUHMCaHE.

UnaH 42.

HagnexHn cyb6jekt WKT cucrtema je
oaroBopaH 3a  HaAsop  Hag  MOLWITOBaH-eM
yroBopeHnx obaBe3a op cTpaHe Tpehux nuua-
npyxaoua ycnyra, nocebHo y obnacti nowrtoBara
oapembun kojuma je pedwmHucaHa 6GesbepgHocT
pecypca UKT cuctema.

Y cnydvajy HenowToBaka  YroBOPEHUX
obaBes3a HagnexHu cybjekt KT cuctema je ayxaH
Oa opmax obaBecTu HadenHuka ynpaee, pagu
npegyamara Mepa Yy  UWby  OTKNakaka
HenpaBUITHOCTMU.

NMpeBeHTMBHE Mepe U pearoBawe Ha
6e36egHOCHEe MHUMAEHTe
UnaH 43.

Y cny4vajy OuMno KakBOr WHUMOEHTa KOju
Moxe pga yrpo3m 6e3begHoct pecypca UKT
cucTema, 3anoCneHU-KOPUCHUK je AyXaH Aa oamax
obaBecTtu HagnexHuor cybjekta VKT cuctema.

Mo npujemy npujaBe n3 ctaea 1. OBOr YnaHa
HagnexHu cybjekt WKT cuctema je AayxaH pa
ogMax 06aBecTM HayenHuka ynpaee W npegyame
Mepe y umnrby 3awTtute pecypca UKT cuctema.

UnaH 44.

YKONMKO ce pagu O WHUMOEHTY Koju je
aedvHucaH Ypegbom 0O MOCTYMNKy [OCTaBrbakba
nogaTaka, nMcTu, BpcTaMa M 3Ha4ajy uHumaeHarta u
noctynky obaBewTaBawa O WHUMAEHTMMA Y
MHOPMALIMOHO-KOMYHUKALMOHUM  CUCTEMMMA Of
nocebHor 3Havaja, HagnexHn cybjekt UKT je gyxaH
Oa nopej HadenHuka 06aBeCcTV M HaaNeXHW opraH
pedunHnucaH HasegeHom Ypeabom.

HagnexHn cybjekt WUKT cuctema Boau
€eBMAEHUMNjy O CBMM MHUMAEHTUMA, Kao 1 npujaBama
nHUMaeHata, y cknagy ca Ypegbom, Ha OCHOBY
Koje, NpPOTMB OArOBOPHOr nuua, Mory fga ce Boae
OVCUMMNITMHCKY,  MpPEeKpWwajHn  Unn - KPUBUYHU
nocTynuu.

IV. UIBMEHE NOCTOJEREI U
YCNOCTABJbAHE HOBOI' UKT CUCTEMA
YnaH 45.

O ycnoctaBreawy HoBor WKT cucrema,
OOHOCHO YyBOhewy HOBUX [enoBa M u3MeHama
noctojehux penosa WKT cuctema HagnexHu
cybjekt KT cuctema Bogm 4OKyMeHTaLMjy.

[JokymeHTauuja M3 ctaBa 1. OBOr 4naHa
MOpa Ja CagpXu onuce CBMX npouegypa a nocebHo
npouegypa koje ce ogHoce Ha ©6e3begHoct WKT
cuctema.

V. MEPE Y LUUIbY OBE3BEHEA
KOHTUHYUTETA OBABJLABLAMOCIIAY
BAHPEOHUM OKOJTIHOCTUMA
UnaH 46.

Y cnyyajy BaHpeaHUX OKONMHOCTU, KOje MOory
ba poseny oo mamewTtawa UKT cuctema mns srpage
ynpaBe, HagnexHu cybjekt UKT cuctema je gyxaH
Ja y Hajkpahem poky npeHece penose WKT
cuctemMa HeonxodHe 3a  (pyHKUMOHMCAHE Y
BaHpeOHO] cuUTyauuju Ha pe3epBHY nokauunjy, Yy
cknagy ca MfaHoOM pearoBawa Yy BaHpPeaHUM W
KPU3HUM cuUTyaLmjama.

Cneuundukaunjy aenosa UKT cuctema koju
Cy HeonxoaHu 3a (PyHKLMOHUCaAHkEe Y BaHPEeAHUM
cuTyaumjama u3pahyje HagnexHun cy6jekt WKT
cuctema, y TpuU npumepka, O KOjux ce jedaH
Hanasun KoAd Hera, JApyrm KoA — 3anocrieHor
HagnexHor 3a nocrnoBe ogbpaHe W BaHpegHe
cuTyaumje, a Tpehu npumMepak KoA HadesnHuka
ynpase.

Oenosu UKT cnctema Koju HUCY HEONXOOHU
3a (PyHKUWOHUCAHE Yy BaHpegHMM cuTyauujama,
cKknaguwiTe ce Ha pesepBHY Nnokauujy, Kojy ogpeam
HayenHuK yrnpase.

CknaguwTterwe genosa WKT cuctema koju
HUCY HEONXOAHM BPLUM CEe Ha HayuH ga onpema
Oyne 6esbegHa u obenexeHa, y cknagy ca
eBUAEHLUMjOM KOja ce O H0j BOAMW.

VI. MIPOBEPA UKT CUCTEMA
UnaH 47.
Mpoeepy WKT cuctema Bpwn HagnexHu
cybjexkt KT cuctema.

YnaH 48.

MpoBepa VIKT cuctema ce Bplm Tako LUTO
ce:

1) npoBepaBa ycknaheHocT lMpaBunHuKa o
6es3benHoctn UKT cuctema, ysumajyhu y ob3up u
aKTa Ha Koju ce BpwM ynyhvBake, ca nponucaHnm
ycnosuma, OOHOCHO nMpoBepaBa pfa fiMm Cy
MpaBvnHuUKkOM ageksaTtHO npegsuheHe  mepe
3awTuTte, npouenype, oBnawherwa 1 04roBOPHOCTU
y VKT cuctemy,

2) nposBepaBa da nu ce y onepaTVBHOM
pagy afekBaTHO npuMekyjy npeasuheHe mepe
3aWTUTEe M Mpouedype y cknagy ca yTBpheHum
oBnawhewnma W  OArOBOPHOCTMMA, MeTogama
WHTEpBjya, cumynauuje, nocmartparwa, yBuga Yy
npeasuheHe eBuaeHUMje 1 Apyry JOKYMeHTauujy,

3) Bpwm nposepa 6e3begHOCHUX criabocTu
Ha HMBOY TEXHWUYKMX KapaKTEPUCTUKA KOMMOHEHTU
WMKT cuctema wmetogom yBuga Yy wusabpaHe
npou3BoAe, apxXuUTeKType pellewa, TexXHUYKe
KOHpurypaumje, TexHu4ke nogaTtke O cTaTycuma,
3anuce o porahajuma (floroBe), Kao M METOAOM
TecTMpama nocTojaka no3HaTux 6e36egHOCHNX
cnabocTu y CIIMYHUM OKpYXXEHMMA.

O wu3BpwEHO] npoBepu caayntbaBa ce
N3BELLTaj, KOjU Ce JOCTaBrba Ha4YenHUKy yrnpase.

YnaH 49.
MsBewTaj n3 unaHa 48. Osor [MpaBunHuka
cagpXu:
1) Ha3mB OnepaTopa,
2) BpeMe npoeepe,
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3) nogauuM o nMuuma Koja Cy BpLuuna
nposepy,

4) wusBewTaj O CMpPOBEAEHUM padrama
nposepe,

5) sakrbyyke no nuTawy YycknaheHocTu
MpaBunHuka o 6e3begHoctn WKT cuctema ca
nponncaHMMm ycrnosuma,

6) 3ak/byyke nNO nNWTawy afekBaTHe
npumMeHe  npeasuheHMx  Mepa  3awTute Y
onepaTuBHOM paay,

7) 3aKibyyke MO nNuUTakby EeBEHTyalHuX
6e3begHOCHUX C€NabocT Ha HUBOY TEXHUYKMX
KapakTepucTtuka komnoHeHTn UKT cuctema,

8) oueHa yKynHOr HuMBOa WHOpMaunoHe
6e3benHocTy,

9) npeanor eBeHTyanHUX KOPEKTUBHUX
mepa,

10) noTnNMC oOAroBOpHOr nuua koje je
cnposeno nposepy VKT cuctema.

Vil. AUNCUUNTNTUHCKA OAroBOPHOCT
UnaH 51.

HenowToBawe oapenbu osor lNMpaBunHuka
npeacTaBsrba nospeny pagHux obasesa u nosnayvu
ONCUUNIIMHKY OArOBOPHOCT 3anoCneHor-kopucHuka
nHpopmaTnykmx pecypca OnepaTopa.

YnaH 52.

Cako Kopuwhere VKT pecypca
OnepaTepa o4 cTpaHe 3amnoceHOr-kopMcHMKa, BaH
poferbeHux osnawhena, nognexe AUCLUMNIIMHCKO]
OAroBOPHOCTU 3anocrieHor Kojom ce peduHue
OArOBOPHOCT  3a  HeoBnawheHo  kopuwhewe
NMOBUHE.

YnaH 53.

KopucHunuuma Koju HeaaekBaTHUM
KopuwheweM UMHTEpHeTa  Y3pOKyjy 3arylleme,
npekva y pagy unu Hapylwasajy 6e36egHOCT Mpexe
MOXe Ce Ofy3eTu NpaBo NpucTyna.

VIll. ASMEHA NMPABUINTHUKA

UnaH 54.
Y cnyyajy HacTaHka npomMeHa Koje Mory
HacTynuTu ycneqa TEXHUYKO-TEXHOSOLLKMX,

KagpoBCKMX, oOpraHusaumoHmx npomeHa y WKT
cuctemy n porahaja Ha rmo6anHoOM 1 HaUMOHaNHOM
HMBOY KOjU MOry HapywmTu UHdOpMaLnOoHy
6e3benHoct, HagnexHu cybjekt VKT cucrema je
OyXaH aa obaBecTn HayenHuka ynpaee, kako 61 OH
Morao ga npuctynu mameHun osor [MpaBunHuka, y
unrby yHanpehewe Mepa 3awTuTe, HadvHa U
npouegypa nocTM3awa U ogpxaBara adekBaTHOr
HMBoa 6e3begHocti WKT cuctema, kao u
npeucnutMBamwa oBnawhewa W OArOBOPHOCTU Y
Be3un ca 6e3beaHowhy u pecypcuma VKT cuctema.

IX. NTPENA3HE U 3ABPLUHE OOPELOBE
YUnaH 55.
OBaj [lNpaBunHWMK cTyna Ha cHary ocmor
OaHa of faHa obajsromBatba y "Cnyx6eHoM nnucty
onwTnHe MajgaHnek”.

OMWTUHCKA YNPABA ONMWTWUHE MAJOAHNEK
Bpoj: 345-1 op 25. maja 2017.roauHe

HAYENHUK OMNMWTUHCKE YIMNPABE,
Jbumsana BacurseBuh, c.p.
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CAOPXAJ

OMWTUHCKA YNPABA ONWTUHE MAJOAHMNEK

MpaBunHuk o 6e3beaHoCTN NHHOPMALMOHO-KOMYHUKALIMOHOT cucTeMa
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